
SPAM E-MAILS, FAKE INVOICES OR NOTICES 
Never send money or provide personal information to unknown
people or companies. Do not click on hyperlinks within e-mails.

PERSONAL OR FINANCIAL INFORMATION 
Never provide your personal and financial information to an
unsolicited call, email, or text message. Verify the entity by calling
the number listed on the company’s website or your bill. 

WIRING MONEY 
Never send money to someone you do not know and cannot verify.
Once the money is sent, it is generally gone for good.

ASKED TO ACT QUICKLY 
There isn’t anything that can’t wait long enough for you to verify
the legitimacy. If you feel rushed, hang up and call the business,
person, or agency directly. 

UPFRONT MONEY REQUESTS 
Legitimate companies never require someone to pay money up
front in order to receive a prize. 

CASHIER’S CHECKS 
Never cash a check or make a cashier’s check payable to/from
someone you do not know. 

IT SOUNDS TOO GOOD TO BE TRUE
Don’t be afraid to say “no”
Ask a friend, family member, or neighbor for their opinion
Don’t be rushed - when in doubt, don’t give it out
Research the offer, person, or company

Cybersecurity Awareness 
Educate yourself for safety and protection



USE STRONG PASSWORDS

CREATE GOOD HABITS USING YOUR DEVICE

INSTALL LICENSED ANTIVIRUS SOFTWARE

SIGN UP FOR E-MAIL AND TEXT ALERTS

ELECT TO USE TWO-FACTOR AUTHENTICATION

KEEP YOUR CONTACT INFO UP-TO-DATE

Digital Banking Safety


